DEFENDER COLLECTION

SECURE DATA STORAGE FOR DATA SECURITY

Imation’s Defender Collection of USB flash drives, external hard drives and EncryptDisc optical
media specifically target the needs of organizations that require the highest in data security,
including government and Healthcare Information Technology applications. These highly
secure data storage devices meet FIPS 140-2 level 1 or 3 validation and feature 256-bit AES D R
hardware or software encryption, multi-factor authentication options, digital identity, physical COLLECTION
security and up to a five-year limited warranty. The Defense Department has restored the use
of USB flash drives and the Imation Defender Collection FIPS 140-2 Level 3 validated devices
meet the new requirements set forth by the DoD.

EFENDE

By addressing critical security and compliance requirements, the Imation Defender Collection
helps organizations prevent costly data breaches and ensure that all sensitive data remains
safe.
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DEFENDER F50 PIVOT FLASH DRIVE DEFENDER F100 & F150 FLASH DRIVE DEFENDER F200 + BIO FLASH DRIVE

FIPS 140-2 Level 3 FIPS 140-2 Level 3

AES 256-bit hardware encryption AES 256-bit hardware encryption
Two-factor authentication Three-factor authentication
Enterprise level management Enterprise level management
Plastic or Metal, water & dust proof enclosure Biometric (fingerprint) identification
Tamper resistant Metal, water & dust proof enclosure
1GB, 2GB, 4GB, 8GB, 16GB, 32GB Tamper resistant

Five-year limited warranty 1GB, 2GB, 4GB, 8GB, 16GB, 32GB
Five-year limited warranty

FIPS 140-2 Level 1

AES 256-bit software encryption
One-factor authentication
Plastic enclosure

2GB, 4GB, 8GB, 16GB

Five-year limited warranty

DEFENDER H100 EXTERNAL HDD DEFENDER H200 + BIO EXTERNAL HDD DEFENDER ENCRYPTDISC OPTICAL MEDIA
¢ FIPS140-2 Level 3 ¢ FIPS140-2 Level 3 ¢ FIPS 140-2 Level 1

* AES 256-bit hardware encryption « AES 256-bit hardware encryption « AES 256-bit software encryption

« Two-factor authentication ¢ Three-factor authentication  Integrated password recovery option

« Enterprise level management « Enterprise level management e Printable CD-R, DVD-R & BD-R

* Metal enclosure * Biometric (fingerprint) identification * Two-year limited warranty

Metal enclosure

Tamper resistant

250GB, 320GB, 500GB
Five-year limited warranty

Tamper resistant
250GB, 320GB, 500GB
Five-year limited warranty
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TO LEARN MORE about how Imation’s Defender Collection can help solve your IT security and compliance issues relative to portable USB devices,
contact your Imation Key Account Sales Manager.
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