DEFENDER COLLECTION

Control Software Suite

Businesses of all sizes need a versatile, flexible suite ,
of software to help them effectively manage security ’
on removable storage media. The robust functionality
of the Defender Collection Control Software Suite gives IT
management and security officers the tools they need to help
users share data with those who need it and are authorized

to access it, while preventing critical data from getting into

the wrong hands.

CONTROL SERVER

Enhanced Central Management

* Policy management and enforcement for virtually
all removable storage devices - including USB
devices and optical media

 Distributed provisioning for easy management
and configuration of multiple remote devices

* Remote kill function for disabling lost and stolen
devices

» Forensic-level auditing and
reporting at file level
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MAXIMIZE SECURITY.
MINIMIZE RISK.

With the ability to deploy and manage removable storage devices,

the Defender Collection Control Software Suite meets the needs of a

wide range of users in government, enterprise and SMB environments,
enabling them to better manage the risks and responsibilities of

increasing data growth and portability.

CONTROL CLIENT

PC-Based Removable
Storage Device Management

» Ability to define types of removable storage to be
used on a specific PC

» Ability to define how removable storage devices
can be used

» Flexibility to control types of files copied to
removable storage devices

* Deployment of antivirus or forced scans prior to
reading a device

CONTROL APPLET

Device > Control Server

e Enables device integration with Control Server

¢ Optional device encryption & antivirus
deployment



CONTROL SERVER

Enhanced Central Management

For network administrators + IT
Professionals who want to centrally
manage their removable storage device

e Automatic user identify and password
management

* Dynamic revocation of lost removable
storage devices

e Strong password enforcement +
reauthorization interval

» Configure policies for automatic
encryption

e Configurable audit and event tracking for
user devices
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CONTROL CLIENT

PC-Based Removable Storage Device
Management

Gives organizations the ability to define
the types of removable storage to be used
on a specific PC, how these removable
drives can be used and the flexibility

to control the types of files copied to
removable storage devices.

Blocks unauthorized devices

Automatic encryption of approved
nonencrypted devices

Optional launch of anti-malware, anti-virus
scan to access

Supports all manufacturer devices and
media

FIPS 140-2 certified encryption

s Administrator central management

Revoke access to lost or stolen devices

Remote password recovery
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CONTROL APPLET

Enables device integration with Control
Server

Allows organizations to manage other
removable media and integrate them
with their Control Server.

e Supports all brand manufacturers

e Optional powerful AES 256 encryption
FIPS validated

* Requires no administrative rights
e Optional anti-virus

¢ Automatic user indentity and password
management

¢ Detailed audit trail
¢ Revocation of lost drives
e Single sign-on capability

e Reauthorization interval settings




